With the security requirement improvement of the image on the network, some typical image encryption methods can't meet the demands of encryption, such as Arnold cat map and Hilbert transformation. S-DES system can encrypt the input binary flow of image, but the fixed system structure and few keys will still bring some risks. However, the sensitivity of initial value that Logistic chaotic map can be well applied to the system of S-DES, which makes S-DES have larger random and key quantities. A dual image encryption algorithm based on S-DES and Logistic map is proposed. Through Matlab simulation experiments, the key quantities will attain 10 17 and the encryption speed of one image doesn't exceed one second. Compared to traditional methods, it has some merits such as easy to understand, rapid encryption speed, large keys and sensitivity to initial value.
Introduction
With the rapid development of the internet and the multimedia technology, digital image is becoming important carrier of information communion for people. With the advance of information security requirement, the encryption technology of digital image is applied widely to multimedia communications. Conventional encryption arithmetic (e.g. DES) has many disadvantages, such as the structure complexity, the secret key singleness and the encryption speed slowly, and it is difficult to satisfy the encryption requirement of the image that has lots of data. So using the conventional encryption solely is not enough. Chaotic mapping can be applied to image encryption, because it has the sensitivity of initial value and the randomness [1] [2] [3] [4] . The method which adopting combined conventional encryption technology with the chaotic mapping can overcome the single conventional encryption's disadvantage effectively. The pixels' values in original image can be changed ultimately via encrypting, in order to realize the aim of encryption.
For advancing the quality of encryption effectively, the method of position scrambling can be used before encrypting. The classical algorithms are Arnold cat map [5] , affine transformation, magic square transformation, and knight-tour transformation. etc. Through these transformations, it can realize the change of the image pixels' position, and by keeping secret the parameters and the iteration times to reach the aim of encryption. A method which based on Arnold cat map and S-DES is proposed in this paper, by using the particular character of Logistic chaotic map, the key numbers of S-DES are increased and the key can be changed in real-time. The experiment result shows that the method realizes the image encryption and decryption effectively, it has well security and fast operation speed. Where x n , y n is pixels position in an N N image; x n+1 , y n+1 is the transformed position after cat map; a and b are the system parameters and must be the plus integers. The determinant value is 1, so cat map is a map which keeping area (no attractor). At the same time, the cat map is one-to-one mapping, each point in matrix can be transformed to another point uniquely. Cat map has two typical factors, which bring chaotic movement: tension (multiply matrix in order to enlarge x, y) and fold (taking mod in order to bring x, y in unit matrix). In fact, cat map is a chaotic map.
Image position can be scrambled via the iteration of cat map, consequently realizing the image encryption. With the difference of the iteration times, the relevant result of scrambling is also different. For a 256 256 gray image, it is hard to find out the trace of original image after iterating 30 times, reaching the effect of scrambling; the image after iterating 64 times is the same as the original image, so cat map has the periodicity [6] . With the differences of the parameter and the image's size, the periodicity is different. Image can be scrambled via keeping the value of a, b secret, but the periodicity will bring some insecure factors, so applying cat map solely can not meet the demands of encryption; and cat map only transforms the original image's position, however the pixels' values have not been changed. The original image can be recovered via the method of exhaustion, so on the base of scrambling, it is necessary to modify the pixels' values to realize double encryption.
S-DES encryption algorithm
The data encryption standard DES which is designed by U.S. National Bureau of Standard is a wellknown block cipher, and it adopts Feistel structure to iterate [7] . But the complex structure and slow speed aren't satisfied with the encryption requirement of images, which have large data. Although the key quantities achieve 56 bits, using the only key in an encryption is not safe obviously. Professor Edward Schaefer in university of Santa Clara proposed S-DES, namely the simplified DES algorithm, also adopts Feistel structure. The plaintext and cryptograph block are both 8 bits, and it is consistent with the bits, which the value of pixel has, its structure is shown as figure 1. Comparing with DES, the structure of S-DES is simple and the execution speed is fast. But the security will be reduced. Therefore depending on S-DES merely cannot meet the encryption requirement. Combining the chaotic map with S-DES system can enhance the security of system by using the characteristic of sensibility of original value and randomness in chaotic map. 3.569, 4) , the system has the chaotic characteristics, and then the sequence produced by Logistic map is random and sensitive to original value. It is possible to realize the position scrambling of S-DES structure by collating the sequence of the chaotic map. Operating the sequence can produce the enough long keys, and it achieves the purpose that the information can be encrypted each time. It is obvious that combing the chaotic map with the S-DES encryption system can enhance the random, and also increase the key quantity of system further.
The S-DES structure based on Logistic map
The encryption structure which combined the Logistic map with S-DES system is showed as figure 2 Where the value of pixel is the value of gray image, its range is between (0~255); it still needs two iteration; the sequence produced by Logistic map is used for the S-DES key to ensure the different key in every encryption. The concrete encryption steps are as follows:
Presents the parameter value b of Logistic map and initial value x 0 . Under the double precision value circumstance, it makes the map iterate several times to produce a sequence X 1 , X 2 , X 3 , . The specific times is decided by the image size. Inputting an image, and changing the pixel value of each point to 8 bit binary; Taking the first 8 numbers of the sequence, and collating the 8 numbers according to the size, then replacing 8 numbers according to the corresponding positions. Namely completing the operation of positions replacement one. Taking subsequent 16 values in the sequence respectively. Putting the last bit of each value together, and then it will become two keys which both have 8 bits. Using it to iterate twice in S-DES. Taking eight bits of the sequence to use in the position replacement two, and the method is consistent with the step 2. Then it completes image encryption of one point. Applying the sequence produced by step 1, and repeating the step 2~4 until all points of image were encrypted. Making the sequence produced by chaotic map as the source of collating and the iterative keys are the characteristic using sensitivity of initial value and randomness in chaotic map. The method overcomes the disadvantage that key is difficult to manage in the traditional method, and makes the key change in real-time. Therefore it brings great challenge to the attacker.
The experiment analysis
Select the 120 × 120 gray image, which is showed as figure 3(a) . Make the parameter in the Arnold cat a=5, b=7, the images which are iterated 33 times and 21 times in a period are showed as figure 3(b) and figure 3(c)(the original image is again appeared by iterating 120 times) . The number of times may be selected according to visual effect. From the figure, we can see the result of 21 times is better than the 33 times. The image iterative quality is also different to the same size image. Through the cat map, it realizes the scrambling and attains the purpose of encryption. Its safety mainly is to keep the secret of the parameters and the iteration times, but the attacker can also attract through the method of statistics analysis and exhaustion. So we still need to change the pixel value to encrypt further. Set the parameter value of Logistic b=4, the initial value X 0 =0.8. Under double precision circumstance, it iterates 32 ×120 × 120= 460800 times. According to the steps of figure 3, encrypting figure 3(c) two times and its result are showed as figure 4 (a). Then the pixel value and the position of the pixel both are changed, and realized the dual encryption The Logistic map and the S-DES are combined, which its safety is based on the sensitivity of the initial value. A small change of the initial value will cause the huge variety in the result. The image of figure 4(b) is the image of the exact decryption, and figure 4(c) is the decrypted image which its initial value of Logistic map X 0 =0.80000001. From these images, we can see puny change cannot recovery the original image, so the safety of encryption system gains the further enhancement. Analyzing from the quantities of the key, the parameters of the Arnold cat and the number of iteration may be regarded as the key, and the parameter and the initial value of the Logistic map also can be regarded as the key, then the total quantities of the key can reach at least 10 17 so that the exhaustion method is very difficult.
Analyzing from the relativity, the relativity of the adjacent pixel in original image is bigger. But the relativity through position scrambling and pixel changing hardly exists, so it is very difficult to attack by using statistics method.
For approving the validity of the algorithm further, it attains the good effect through encrypting and decrypting the fifty images. It contains the image of author, and the image of figure 5(a) . is original image and figure 5 (b) is the image of double encryption, and figure 5(c). is decrypted image using minute error.
(a) (b) (c) Figure 5 . The image of encryption and decryption.
The simplified DES structure and chaotic map are introduced in this algorithm. S-DES is only two iterations, and its structure isn't complex. Chaotic map is only a simple math expression, using the computer to iterate and collate is very convenience. So the algorithm has quick running speed. When given all parameters, the encryption speed doesn't exceed one second, and it can meet the requirement of normal encryption.
Conclusion
An encryption method based on S-DES and chaotic map is proposed. Through applying the sensitivity of initial value and randomness in chaotic map, the system has larger key quantities and the key is real-time. Through the simulation analysis in MATLAB, the method has the quick computing speed because of its simplified DES structure, and has the ability of anti-statistics attack and exhaustion attack.
